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3AKOHCKW OKBUP 3A UHOOPMALIMOHY § 0 o
BE3BEAHOCT o\ \__,

o ®ebpyapa 2016. roanHe CkynwtrnHa Penybanke
Cpbwuje je ycBojuna 3aKoH 0 MHPOPMALMOHO]
6e36e4HOCTM Kao OCHOB 3a NMPaBHU OKBUP Y OBO]
obnactu

o HapnexHa opraHun3saumja 3a nociose HaumoHanHor
LLEPT-a: PerynatopHa areHuuja 3a eNeKTPoOHCKe
KOMYHUKaumMje U nowTaHcke ycayre - PATEJ]
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PerynatopHa areHuUuja 3a e1eKTPOHCKe
KOMYHMKaLUMje U NOLTaHCKe ycayre

* OcHoBaHa 2005. roanHe

* OCHOBHEe HAANEXHOCTHU npornunucaHe cy 3aKOHOM O ENNEKTPOHCKUM
KOMYHVIKaLI,MjaMa M 3aKOHOM O MOLWTAHCKMUM YCAyrama

* HoBa HagnexHocT — HauuoHanHn LUEPT — 3aKOH 0 MIHGOPMALMOHO]
6e3beaHOCTU
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Cnyxba 3a
Cny:xba 3a /byacke Cnyxba 3a pery/mcarbe u lpyna 3a
—Cny>kba 3a KOHTpPOy = pecypce, HabaBKe U | == pPayYyHOBOACTBO U i —— nHdopmaumoHe
orwTe nocsose durHaHcKje T TexHosiornje
Cnyxba 3a Oacek 3a \O’
|| eJIEKTPOHCKY ___ Opcek 3a cTpaternjy | ynppésibarbe ___| pyna3anocnose (7\)\/ > CPB-LIEPT
onpemy, Mpexe u W NAaHUparbe NMUCapHULLE U apXMBe
e HaKHagama




C
3aKkoH 0 MHPOpMaLMOHOj 6e36e4HOCTN — yUeCHUUM § O — a

O\ o

CamocTanHum
onepatopn { )
UKT cuctema
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HapgnexxHu
OpraH 3a MocebaH O
nocnose NUH®. LEPT

6e3beaHoCTH

LIEPT
penybanyKkmx
opraHa

HaunoHanHm
LEPT
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UKT cuctemmn
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UKT cuctemu og nocebHor 3Havaja

OpraHu jaBHe
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HapneHu opraH 3a nocnose MHGOpMaLMOHe g o
6e36epHoctu (MTTT) o\ _o

Mpujem nHumaeHata

[Mpegnaxe 3aKOHCKe KOjU nMmajy 3Ha4vajaH
aKTe yTULaj Ha

nHd.besbegHoCT

v
MehyHapoaHa NHCneKuunjckun
capagHba Hag30p
[
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CamocTtanHu onepartopu UKT cuctema

> MuHUCTapcTBO 0A0paHe

> MWHUCTAPCTBO YHYTPaLlHMX NOCN0Ba

> MWHUCTAPCTBO CNO/bHUX MNOCN0BA

> Cnyxbe 6e36eaHoOCTH
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LLEPT penybanukunx opraHa
(KaHuenapwja 3a UT n e-Ynpasy)

3awTuta UKT KoopauHauuja o
CTPYYHUX
cmcrtema W capagHba ca
npernopykKa 3a
PauyHapcke onepaTopuma
3awTuty UKT
Mmpexe NUKT cncrtema
. : cmcrtema
penybanyKkmx KOje noBesyje S —
opraHa PMPO pery
opraHa
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Moce6aH LLEPT

4 N
ObaB/ba NOCNOBE NpeBeHLUUje U
3awTnTe o 6e36eaHOCHUX PU3UNKaA
y UKT cuctemmma

Ynuc y eBuaeHUMjy NOCEOHMX
LLEPT-oBa Kojy Boau PATE/]
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HauuoHanHu UEPT - HapgnexXHOCTH

Hap3op n npahemwe [Mpy*Karbe caBeTa y

[Mpy*Ka paHa

MHUMAEHATa Ha BE3U ca
YN030pEeH-a, :
HaLUWOHA/IHOM : NpUjaB/bEHUM
y30byHe 1 HajaBe
HUBOY NHUMAEHTUMA

NMNoansarbe cBecTH EBngeHumja
AHanunsa pm3nkKa u :
JaBHOCTU U nocebHmnx LUEPT-
MHUMAEHaTa
NpPaBHUX nLA OBa
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HauuoHanHu LEPT — KoopauHaumja npeseHumje & O 2 e
U 3alUTUTE Ha HaULMOHA/THOM HUBOY o\ o

4 ™
anKyl'Il'bal-be M pa3smeHa MHd)OpMaLI,Mja O pusnumma y Besun ca

nHpopmMaLmjama 1 obaBeLLTaBarbe OA4TOBOPHUX CTPaHa U
/ jaBHOCTM

[AVpeKTHa capaZtba ca HaZ/IeXKHUM OpraHom, NocebHMMm
/ LLIEPT-oBMMa, NpMBaTHMM U jaBHUM cybjekTuma, LLEPT-oBuma
He3aBUCHUX ornepaTtopa n BnagmHum LLEPT-om

8
4 ™\
NMpomoumnja ycBajartba 1 cnpoBohera NPonNMcaHnX u
/ CTaH4APAN30BAHMX Mepa Yy Be3un ca yrnpas/bakbem PU3UKOM U
ybnaxkaBarem M Knacupumkaumnjom nogataka M MHUMAEHATA
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HauuoHanHuu UEPT -> TRUSTED INTRODUCER
LISTED Team

Pr-—
\w TF-CSIRT
Trusted Introducer

Home Processes Services Directory Events Contact Tl Member View
SRB-CERT . Listed
Team Info National CERT of the Republic of Serbia since 01 Nov 2017

Team Details
Constituency
Contact Information
Cryptography
Classification
History

This information is provided without guarantee or pro-active maintenance.

Fields describing the team

Team Details

Official Name
National CERT of the Republic of
Serbia

Established
01 Jan 2017

Constituency

Short Name Country
SRB-CERT == Serbia

Host Organisation

Regulatory Agency for Electronic
Communications and Postal
Services - RATEL

Constituency Type
National

ASNs, Domains, IP ranges

Country of Constituency

Description

SRB-CERT coordinates prevention and protection
from security risks in ICT systems on the national
level, advises and raises cyber security awareness in
the Republic of Serbia.
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OCTBAPUBAHE MEBYHAPOOHE CAPAMbE o\~ .

Ncnywene ycrosa 3a yunawemwe y FIRST

Capagha ca ITU y unurby yHanpehewa paga
HauwnonanHor LIEPT-a

* * YcnocTtasrbarwe capagrwe ca ENISA
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umonantm LIEPT Peny6nuke Cpbuje - PerynatopHa areHuuja 3a eNeXTpOHCKE KOMYHHKaLMiE W NOWTEHCKE yenyre JE3UK / LANGUA Twpunuya / Nlatusuuya / Engl

MPUJABU

\r/’,-’ PATEJ
T IMJA IEPT-
C \ HACNOBHA OBABEWTEHA TMPEMOPYKE EBMAEHLWJA MOCEBHWX LIEPT-0BA  KOHTAKT WHUMAEHT

MouetHa // EBnpeHumja noce6Hmux LIEPT-0Ba

EBupeHumja nocebHux LIEPT-oBa

Moce6aH LieHTap 3a npeBeHum]y 6e36eaHOCHUX pu3uka y KT cucteMuma - MocebaH LIEPT, o6aBrba nocnose npeeeHumje U 3aLTuTe of 6e36eAHOCHUX pu3nka y MKT cucteMuma y OKBUpY
oapefeHor NpaBHOT ML, rpyne NpaBHUX UL, 061acTh NOCN0Bakba U CIMYHO

ynuc y EBugeHuunjy nocebHux LIEPT-0Ba BpLUM CE Ha OCHOBY NpujaBe NPaBHOF LA Y OKBUPY Kora ce Hanaau Moce6aw LIEPT.

MpaBUAHUK O 67IMXKMM YCNIOBUMA 3a ynuC Y EBUAEHLIMY NOCEBHUX LieHTapa 3a NpeBeHUMjy 6e36eAHOCHUX PU3NKa Y MH(DOPMALIMOHO-KOMYHUKALIMOHUM CUCTEMIMMA, MpoLieaypa 3a ynuc, Kao U
Mpujasa 3a ynuc ce Mory npoHahu Ha cneaehoj agpecy: (0BAe he 6UTH THUHK).

OATYM
HA3MUB MPABHOT JIX
PETMCTPALIUMJE b
24.11.2017 Share Fondacija Share CERT  Tpr Cno6oge 4/7 Hosu Can www.sharecert.rs
05.12.2017 Unicom-Systems d.0.0. Beograd Uojoear | TPRAmcKu Sl e i
Hosu Beorpag systems.net/home/unicert

)Xopxa KnemaHcoa 18a

25.01.2018 Peructap HauuoHanHor UHTepHeT aoMeHa Cpbuje RNIDS-CERT
beorpag

www.rnids.rs

TpMBATHO APYLUTBO Ca OrPaHNYEHOM OATOBOPHOLUNY 33 NPOMET Po6a U yCNyra y 3emM/bi S Bynesap 3opaka huHhuha
¥ MHOCTPaHCTBY Cara A00 beorpag 64a beorpag

19.03.2018 WWW.saga.rs
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MpujaBa MHUMAEHATA
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MTTT ‘ ‘ HaunoHanHu LLEPT ‘ ‘ HapoaHa 6aHKa Cpbuje
e UKT cucrtemu op, * TeneKOMyHUKaLMUOHU e dyHaHCHjcKe
nocebHor 3Havaja onepartopu MHCTUTYUMje

MocebHOo TYKNNALWTBO
33 BUCOKOTEXHO/OLLKM
KPUMUHan

lNoBepeHuUK 3a
nHpopmaumje oa jaBHoOr
3Ha4aja M 3aWTnUTy
nogaTtaka O JIMYHOCTH
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NpujaBa MHUMAEHaTa e °n
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HauwnoHanuu \ TLP:AMBER / LLEPT koju ynyhyje

LLEPT Penybauke ) < obaBelwTere 0
Cpbu;j
PR TLP:GREEN MHUMACHTY
TLP:WHITE
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Npujasa uHunaeHarta HaymoHanHom LUEPT-y /72 a
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Hauworantm LIEPT PenyGnuke CpGuje - PerynaTopa arexiyja 3a eneKTPOHCKE KOMYHHKaUMIE W NOUITHCKE yenyre

JE3VIK / LANGUAGE: Cprickw: Fupunwua / flarwrmua / English

\r/' PATEN . . " MPUJABA
QJJ? HACTNIOBHA ~ OBABEWTEbA MPEMOPYKE ~ EBMAEHLMJA MOCEBHWX LEPT-OBA  KOHTAKT e

G Haipsceinis LEPT Peryinoce Cpfife - Prynarope aresusfa 38 anekTpocas KosspcaL e M R iTaHcas yomyre JESK / LANGUAGE: Gpncror Ragmmasa / Hsrwssita / Engish MouetHa // KoHTtakT
i e —— wne [l KOHTAKT
./J\ VHUMAEHT

OBABELUTEHSA

Nokauuja MowasbuTe Nopyky
- wuperse - parmBocT WPA2 Ynosopetbe 360r WwHpetba ransomware-a
cappyaja Tuna "Spider’ (Ransomware) Petya LuRLUL VMe 1 npe3ume
¥ oKBHpy Cojux HamnexHoCTH Haumowansor LEPT-a exKiOCTI Hauonankor LEPT-a AoPTON o3
¥ Penymu Cpovju, PATEN o6aseurasa PATEN obasewrasa u arokna kapi 2 niste Dunav @
i g 53 C8e KOpHCHUKE patyHapa 1 MOGHAHIX SHAA MNP S
ypehaja o wupert FOTOREREWEAZ PerynapTtopHa areHuuja 3a eNeKTpoHCKe X EBOJE Emaun
rensomare KOMyHMKaL1je U MOLUTaHCKe ycnyre a4
T 10.2017 28.06.2017 ‘55 n A > 11103 e
raf
g T Mopyka
CBA OBABELITEFbA 2 RolRaT BOGOSLOVI
= LJevremovac’ BOTOC/OBIY
-
17

Gosgie Upksa Ceetor Mapka

SAVAMALA Map data
MPEMOPYKE r ANAMAT © ...
Q nNanmotuheea 2, 11103 Beorpag, Peny6nnka Cpéuja

Lenovo je 06jasuno HoBo Morzilla je o6jasuna Hoso Google je 06jaBHo HOBO Microsoft je o6jas#o HoBo X info@cert.rs

%
axypuparbe 3a Enterprise axypupatse 3a Firefox axypuparbe 3a Chrome axypupatbe 3a Malware

Network Operating System Protection Engine M Npeyaumaroe NI woysesa
(ENOS)

CBE MPEMOPYKE

ogle - Terms of Use

info@cert.rs

AKTYENHO [NIOKYMEHTA KOHTAKT o P
2 PATE

Becmd PerynaTnen I info@certrs ‘7\< > I o

O6asewrersa RFC2350 A Npeysumarse MMM kysesa ar

YCKOpO: Www.cert.rs < 3> cPeLEepT



WHUMOEHTU Y UKT CUCTEMUMA

“Spider” peHcomBep

E-mail: office@adriadoo.com

5 _JS end/Receive

of89 b hl| = Potrazlvanje dugovanja
You fo 2-2017 07:10.

"MoTparkmBare Ayrosara'' NpPMUBaTHU
n3spwmntesb, MBaH AsesmKosuh

foBopHO noapydje (Cpbuja, LipHa MNopa,

BocHa 1 XepuerosmHa, XpBaTcKa)

Word AOKYMEHT, ca MaKpo
NOKYMEHTOM Y NpuUaory

viska'

|+

10:25

v

.n_, I WaruC -., NeSSa9c .‘_-n.,-",nl, virviae.
Adria Doo <office @ adriadoo.com>

To: office@surdulica.org.rs

ttachments: doc (7

Poistovani,

Ovim putem Vas obave§sta o preuzimanju naplate Vajseg dugovanja
tlgpdAIKB k'ADKg vac

D stavljam enje br 58274/2017 51 kao i Kopiju predmeta br.

Azeljkovic

J

rodi kd'IKB nka" AD Kragujevac

763/2015 koji
13:18
;
Privatni izvrsgitelj

Ivan.
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“Spider” paHcomBep

\
12. peuembap 2017.

MMWHUCTAPCTBO 32 TPrOBUHY,
Typu3am U TeNeKOMyHUKauuje
n3gano caonwTere

11. peuembap 2017.
HauynoHanHu LLEPT noctasuno
obaBewTeHE Ha CajT

10. peuembap 2017.
PernctpoBaH MHUMAEHT
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TpeHyTHU n3a3osu

HoBuK perynatopHu OKBUP Ca jaCHUjUM
HagNEeXHOCTUMA
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[Noaunsarbe CcBeCcTn O 3Havajy
nHpopmauymoHe besbeagHoCcTH
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Vl3rpa,£|,|-ba Ka4pOBCKOI U TEXHNYKOT
KanayuTteTta
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PENYB/INKA CPBEUJA

&C/’ PATEJ]

ENEKTPOHCKE KOMYHUKAUMJE
M NOWTAHCKE YCNYTE

PerynatopHa areHumja 3a
eNIeKTPOHCKe KOMYHUKauuje u
NOLWITaHCKe ycayre
PATEN

www.ratel.rs

NManamotunhesa 2, beorpap,



